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ῤ ῃ ֟ ӥ 

҅.  ╦  

ԑ ̆ ҩ ̆Ḥ

ȁ῍֣ ᴰ ⱴ ḂȂ ȁᴑҙ ᶭ ̆Ḥ ῃ Ӟ

Ҍ Ȃ 

ԑ Ӟ ᴑҙ ╠ Ȃѿ ̆ԑ Ҭ ̆

ȁ ҉ ȁ ף ̆ ᴑҙ ῃ ̕ ѿ

ҹ ̆ ̔ Ҍ └ ȁᴰ Ḥ ȁ ȁ

̂ P2PҊ ȁIM ȁ ȁ ȁ ̃ȁ ҙ

ⱵḤ ̆Ҥ ᴑҙ ῃ̆ ץ Ȃ 

ᵥ ῃ ҉ ȁ ҹ̆Ḡ ̆ ҹᴑҙ

῏ Ȃ 

ԑ.  ҿ־Ӎ Ὺ Ὴ  

ԑ ̆ ῃԊᴆ ױ ̆ ױ ⌠ Ҋ ’̔ 

É ≠ ᵬ ̆ ȁ ȁ ҹ̆ ᵬ ̕ 

É Ҍ ̆ ף ȁ ᴆ ₯ ̆ ᴑҙ  ̕

É ᶏ P2PҊ ȁ ̆Ҥ ̆ ҙⱵ

̕ 

É ȁ Ḥ ᴰ ̆ ⱷ ᴪ ̆

̕ 

É EMAILȁ ҙⱵḤ ̆ Ḥ Ԋᴆ ̕ 

É ȂῈ 82 ȇԑפ ῃḠ ȈҬ ԑ

Ⱶ ᶫ ⌠ԑ ҉ ᴑԊҙ ᵝ ȁ ̆ ԑ

ῃԊᴆ̆ Ҭ Ḥ Ȃ 

Ԋᴆ҉ץ̆ ҉ ̆ל ᴑҙ ᵬ ᵞȁ

Ḥ ȁᴑҙҙⱵ ȁ ȁҌ ꜚ ᴰ ҳ

̆ ᴑҙ Ҥ Ḥ ῃ Ȃ 
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ῤ ῃ ֟ ӥ 

ᵥḠ ᴑҙ ῤ ῃ̆‪ ̆ ҉ ҹ̆ ̆

ᴑҙ ℗ ‗ Ȃ 

2.1  Ὺ Ὴ  

IDCȇҬ IT ῃ ҍ Ȉל ῤ ῃ ҹᴑҙ

ȂῒҬ ԍ ȁ ᴆ ȁP2P Ҋ ȁ ȁ ȁ

ҹ ᴑҙ ῃ ȁ ᵬ ᵞҊȁ Ḥ ῃԊᴆ ▲҉

̕ל ғ ԑ ῀̆ ῃԊᴆ ῤ Ȃ 

ᴰ ̆ ᴑҙ ῃ҉ ╠ Ȃᴰ ̂ ȁ῀

᷅ ̃ ‗ ῃ ̆ῒ ΐ └ȁ ₯Ԋᴆ

ⱳ ̆ ₯̕ᵖ Ҍ ῤ ῤ

ҹȂ ̆ ԍ ῃ̆ ҹ ῃԊᴆ̆ ⱴ ̆

Ҍ ̆ ץ Ӟ ⱴ Ȃ ̆ ױ ῤ └Ȃ 

ῤ ῃ ԅԑ ף ῃ Ȃ ῤ ῃ ̆

ᴑҙ ⱴץ ҉ ҹ ̆Ḡ ᶏ ̆ ᾧֲҹ ῃ ̆

ԑ ᶏ ̆ ⱴ ῃ ׆̆ ≠ ⇔ ᴇṿȂ 

2.2  Ὺ Ὴ  

ԍ ╠ῤ ῃ ℗ ̆ῤ ῃ SCM̂Security Content 

Management System̃ᵬҹ ѿףῤ ῃ ֟ Ȃ 

ῤ ῃ ᵬҹѿ ֟ ̆ῒ Ḥῤ ȁ

ҹ № ȁ └̆ ȁ ᴆ ȁP2P Ҋ ȁ ȁ

Ԋᴆ ῃ Ȃῤ ῃ Һ Ҋ̔ 

Õ ῃ ῤ  

SCM URL ῤ ῏ ̆ Ҭ ȁҌ ȁ ꜚ

Ḥ ȁ ̕ 

Õ ҹ 

SCM └ ̆ ȁ ᴆ ȁ ȁ ȁ ᴆ҉

ᴰҊ ȁ ȁ ҹ̕ 

Õ №  

SCM ȁῤ ̆└ ̆ № Ȃ 
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ῤ ῃ ֟ ӥ 

    ̆ ῃ ҍῤ ῃ ̆ ѿҩ ᵣ ῃḠ

ᵣ Ȃ 

Ҏ.  ᵫ ᴍῪ Ὴ  

ꜛᴑҙ └ԑ ῤ ȁ ҹ ῤ ῃ

‰Ȃ 

ѿҩ ῤ ῃ ΐ Ҋץ ̔ 

É ᶫῃ ‰ Ḥῤ ȁ ҹ ̕ 

É ̆ ᶫ № ⱬ̆Ḡ Ḥ ̕ 

É ΐ ῃ ̆Ḡ ȁ ̕ 

É ᶫ Ḃ ̆ү ⱬȂ 

.  Ὺ Ὴ  

ᴑҙ Ҭ ԑ ȁ ̂P2PҊ ȁ ȁ ȁ

ȁ ̃ȁ Ḥ ̆ ᶫԅ ῤ ῃ Ȃ    

ῤ ῃ ̂NSFOCUS SCM̃ Һ ֟ ѿף ῃ֟ ̆

ῤ № ≢ ̆ ᶫῃ ȁ Ḥ ȁῃ

ҹ № ̆ ꜚ ȁ ῤ ῃ ̆ ꜛᴑҙ  ̔

É ῃ ҉  

‰ ȁҌ ȁ ꜚ ̆‪ ⱲῈ Ȃ 

É ҉ ҹ̆ ᵬ   

҉ ҹ̆ ȁ ȁ ȁ ȁ

ҹȂ 

É № ̆Ḡ ҙⱵ   

ῃ № ̆ └ ȁBTȁPPLIVE ᶏ ̆Ḡ

ҙⱵ ̆ ≠ Ȃ 
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ῤ ῃ ֟ ӥ 

4.1  Ӏ ꜗ  

SCMΐ ҈ ⱳ ̆ Ҋ  4.1 ̔ 

 

 4.1  ῤ ῃ ⱳ                            

É ῤ  

SCM ᶫ URL ̆ ῃ ‰ ῤ ̕ ᾢ

῏ ̆ ȁ ȁ ᴆȁ ȁ ῤ

ȁ Ḥ ̆ ῤ ῃ Ȃ 

É ҹ  

SCM ᶫῃ ҹ ⱳ ̆ ҹ ̆ ȁ

ᴆ ȁ ȁ ȁ ᴆ҉ᴰҊ ȁP2P Ҋ ȁ ȁ ȁ ᴆȁ

ҹ ̆ ҹ Ԋᴆ ȁ ̆ ῃ ҹ

Ȃ 

É  

SCM ᶫ ԍ ≢ № ȁ ⱳ ̆ ₮ ╠ Ҭ

̆ ̆ № ̆ №

̆ ≠ Ȃ 

SCM ̂Inline Modẽȁ ̂Sniffer Modẽң ̆ Ҍ

̆ Ҭ̆ῖ Ҋ  4.2 ̔ 
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ῤ ῃ ֟ ӥ 

 

 4.2  SCMῖ  

4.2  ᵩ  

    ῤ ᵣ Һ ῃҬ /WEB └ ȁ ҈ҩ

№ ̆ Ḃ Ȃ Ҋ  4.3 ̔ 
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ῤ ῃ ֟ ӥ 

 

 4.3  ῤ ῃ ᵣ  

ῤ ῃ ᵣ ҈ҩҺ ᴆ̔ ῃҬ /WEB └ ȁ ȁ

̆ Ḃ Ȃ 

É ῃҬ ΐ ⱳ ̆ ץ Ҭ ̕ ץ

ῃҬ Һ ̕ ᴋ ̆ ̆ Ҍ

̕ ץ ѿ ῤ ῃ ȁ ῃ ȁ῀᷅

ȁ῀᷅Ḡ ̆ ᶫ ҹ ҹ ῃ ҹ ̆

ῃ ᵣ ȁ῏ № ̕ 

É WEB └ ΐ ȁ ⱳ ̆ ᴋᵥ IP

Ȃ 

É ≢ȁ ῏ № ̆ῃ ȁ

̆ ȁ ҹ̆ № ̆ ⌠ ῤ ῃ

̕ 

É ᶫ֟ ҀȁURL№ ȁ

Ȃ 
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4.3  ֥  

4.3.1  ‼  

SCM ᴆ ̆ 64bytes ⱬ ⌠ ᾠ

ⱬ̆ ԍҕ ᾢ ̆ ΐ IP ҍ TCP ⱬ̆ ҙ

ᾢ ≢ ῏ ̆ ᶫῃ ῀ № ̆ № 100

̆ HTTPȁFTPȁSMTPȁWEBMAILȁP2PȁIM ̆ ῤ

‰ Ȃ 

4.3.2  WebῪ  

SCMΐ ҙ ᾢ Ҭ ̆ 1000҆ URL̆

№ ̂ Ҍ ȁ ⱬȁ ľ Ŀȁ ̃̕ ῃ ȁ‰ ȁ

ᵬ ῏ ȁҌ ȁ ̕ SCM ӈ῏ ̆

ῤ ȁ ȁ ᴆȁ ȁ ԍῤ ῏ ‰ ȁ

ȁ ̆ ῤ ῃ Ȃ 

ҙ NSFOCUS ῃ ᾢ ꜚ № ̆ ȁ‰

̆ URL№ ̆ ᶫῃ Ṝ ῤ ῃ Ȃ 

4.3.3  WEBḪ  

    SCM Ԑ ῃҬ ᶫ Web Ḥ ̆Ԑ ῃҬ ԑ ̂

ȁIP ȁURL ̃ № Ḥ ̆ ף ᶛ῀WebḤ ̆

⌠ ף ̆ ῃḠ Ȃ 

4.3.4  Ὴ ҿ  

SCM ҙ ᾢ ≢ ῏ ̆ ᶫῃ ῀ № ȁ

ⱳ ̆ ҉ ҹȁ ҹ ҙⱵ ҹ ҹ Ȃ 

É ᴍ  

SCM WEB ȁLADP ȁRADIUS ̆ᾟ№≠

└ ̆ Ҍ ҉ ̆ ҉ ҹ ҍᴑҙ

̕ 
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ῤ ῃ ֟ ӥ 

É ҉ ҹ  

SCM ԍ IP ȁ / ȁ ȁ ȁ῏ ҉ ҹ

̆ᾛ ῤ҉ ̆ ҹ / IP ȁ

ȁURLȁ ̆ ᶫ ⱳ ̕ 

É ҹ  

SCM ԍ IP ȁ / ȁ ȁ ȁ῏ ̆

ᴆȁ ȁ ȁ ȁP2P Ҋ ȁ ȁ ȁ ᴆ҉ᴰҊ ҹ ῃ

̕ 

É ҙⱵ ҹ  

SCM ҙⱵ ᵬ פ ̆ TELNETȁFTP ̕ ҙⱵ

ᵬ ҹ ȁ Ȃ 

4.3.5  Ὴ Ḫ  

SCMΐ Ḥ ⱳ ̆ ԍ ȁ ȁῤ ῏ ȁ

ᴆ ̆ ᴆ ̂WEBMAILȁSMTPȁPOP3̃ȁ ȁ ȁ ᴆ҉ᴰҊ

̂HTTPȁFTP̃ ῃ Ḥ ̆ ᶫ ȁ Ḥ ⱳ ̆ ᾧ

Ḥ ȁ ᴰ ̆ ᶫ Ԋᴆ№ ( ȁ ᴆȁ ȁ

)̆ ḂԊ № Ȃ 

4.3.6   

    SCM ԍ ≢ ⱳ ̆ └ P2P̂ ȁeDonkey/eMuleȁ

BitTorrent ̃ȁ ̂ PPLIVEȁPPStream ̃ꜚ ̆ ⱴ ̕

ῃ ̂ / ̃ȁ ̂ / IP ȁ ̃ȁ ̂ ̃ȁ

̂ᴨᾢ ȁ ȁ Ḡ ̃ └ ᾝ ̆ ԍῤ ȁ

Ḡ ̆ № ̆Ḡ ҙⱵ Ⱶ Ȃ 
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 4.4   

4.3.7   

SCM ԍ ̆ HTTPȁFTPȁIMȁSMTPȁ 

POP3ȁ IMAP ᴰ ̆ ȁ ȁ ȁ Ȃ

SCM ѿ Ҭ ̆ ᴑҙῤ ᴰ ̆ ᵞᴑҙ ῃ Ȃ 

4.3.8  Ὴ ᴌ  

SCM ᴆ ̆ RBLȁORDBȁMIME ȁ ȁ

ȁ ӈ ↕ ̆ SMTPȁPOP3 ׆̆ ᵞ ᴆ ᴆ Ⱶ

᷅ Ȃ 

4.3.9   

SCM ̆ҹ ᶫ └ ҹ Ȃ

̆ ԍ / IP ȁ / ȁ ȁ ȁVLANȁ

ῃ └̕ ᶫ ԍ NATȁ PAT̆ OSPFȁDNSȁ

DHCPȁVLANȁSNTP Ȃ 

4.3.10  ԓ  

    SCM ᶫҙ ᾢ ԍ ̆ ῃ ѿ ↕

̆ ԍ ῤ Ȃ SCM ᴑҙҌ ῃ ̆

ԍ ῃ ȁIP ̂ ȁ ̃ȁ ̂ ̃ȁ ȁꜚᵬ ̆└ Ҍ














