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҅.  ╦  

̆ 2010 ̆Ҭ ⌠ԅ 4.2ַ̆ ҕ ᵝ̆ ԍ ῤ ᴑҙ

ᵝ ̆ ῐ ̆ ȁ ̆ҹ

⇔ ԅ ̆ ᴰ HTTPȁEmailӊ ̆ ᴪ ȁVPNᴑҙ ȁ

P2P ȁ ȁWEB 2.0ȁ Ⱶ Ӟ ӊῐ ̆ ҹֲױ ᵬȁ

Ҍ ѿ №̆ ץ ̆ ױ ñ׆ òף ῀⌠ԅñ  òȂף

ᵄ ̆ᵄ ױ ᶭ ̆ᵄ ̆

Ӟ ̆ ȁ ȁ ῀᷅ȁDDoSȁ Ԋᴆ ₮Ҍ ̆Ҍ ҆ȁ

ץ҆ ַ Ȃ 

֓ Ҭ̆ҍ ñ òף Ҍ ԍ̆ץ ҹ ᵣ

Ȃ  CNCERT CC ̆ TCP Ҭ̆ ╠ ᵝ WEB ȁP2P

Ҋ ȁ ᴆ ΐȂ ᴰ ῃ ῏ ’Ҋ̆TCP/IP 4

₯ ⌠ └̆ ̆ ₯ ⌠ 7

҉̆ ῃ ₮ԅѿҩ Ҥ ̔ ᵥ 4 ҉̆

₯ ׆̆ Ḡ ñ òף ᾧ ӊ Ȃ 

ԑ.  ־Ӎ Ὴ ῗ 

ῃ ῏̆ Ҍ ῃ ӊ ѿ ↓ ᴆ Ȃ

ȁ └ȁ ῃ ῏ ̆ ῤ Ḥ ȁ

’̆ ץ̆ ⱴ Ḥ ῃȂ 

ῃ ῏ ⱳ ⅞№̆ ҹ№ץ ȁUTM(Unified Threat 

Management)ȁ ῃ ̆ Ғ VPN ῏ȁ ῏ȁ ᴆ ῏ȁ

DDoS ῏ Ȃ ̆ ₮ ̆Ӟ Һ Ȃ 

Ҏ.   

ñ òף ̆ᾢ Ҋ ѿ ̔ 
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ῃ ῏֟ ӥ 

1. ҙ Ḥ Ὲ ̆ 2010 6 ̆Ҭ ⌠ 4.2ַ̆ ԅ

4ַ῏ ̆ 2009 ⱴ 3600ֲ҆̕ԑ 31.8%̕ 

2. CNCERT CC  ̆ 2010 ῍  500 ҆ҩ ῤҺ  IP ԅ

ὅ ̆  2009 ⱴ̕ 

3. 2010 ̆CNCERT CC ῍  48 ҆ҩ └  IP̆ῒҬ  22.1 ҆ҩ

ᵝԍ Ȃ῍  13782 ҩὅ └  IP̆  6531 ҩᵝԍ ̕ 

4. 2010 ̆CNCERT ῍ Ԋᴆҽ  1597 ᴆ̆  2009  33.1%Ȃ 

ᴰ ῃ ῏ ׂ ̆ ῃ ̆ ѿ

ҹ ̆ ѿ ̆Ӟ ᴰ ῃ ῏Ҍ └ ֓

ῃ ̆ ≢ ‗ ῃ Ȃ 

╠ᴑҙ ῏Ҭ ̆ ҹң№ץ ̆ѿ ҙⱵ ῏

̆ ᴆȁ ᴪ ȁ ȁWEB ȁVPN ȁ ⱵȁҒ ҙⱵ ̆

ѿ ↕ ҙⱵ ῏ ̆ѿ ᵬWEB ȁP2PҊ ȁ ȁ

ᴆȁIM Ȃ ῒҬ ῃ Һ Ҭ Ҋ₃ҩץ ̔ 

1. ᵬ Ȃᶛ P2P Ҋ ׆̆ ҙⱵ

̆ Ҍᴪ ̆ᵖӞᴪ ᵬ

ᵞȂ 

2. ҹ Ȃѿ 4 ῃ ῏ └ ̆ ᴪ

80̂Http̃ȁ110̂pop3̃ ̆ ḠWEB ᴆ ̆

₯↕ Ṣꜛ ֓ ץ̆ ῀ῤ ׆̆ ₯̕ ѿ ̆

≠ IMȁEMAIL ᴆ ̆Ӟᶏ ҹ

Ȃ 

3. ҹ ₯ Ȃѿ֓ Ⱶ̆ᶛ WEB ȁ ᴆ Ⱶ ȁ ᴑҙ

ᵝҙⱵ ᵣ̆ᵖ ₯̆ᶛ DDoS CCȁ ̆↕ ῃ

҉ ₯̆ѿ Ⱶ Ḥ ̆ ҹᴑҙ ᵝ ѿ ῃ

Ȃ 

Ҭ̆ᴰ ῃ ῏ Һ ԍ҈ ̆

ȁ ̆ ̆ ҹԅ ῃ ץ

̆ Ҋ ̔ 
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ѿȁᴰ ῃ ῏  

ѿ ҹ ȁ ̆ Smart Tunnel ץ

̆ ₯ᴺ ᴏῳץ HttpȁIM ᴆ̆ᶏ ᴰ ץ

ҹ └ ῃ ῏ Ⱳ Ȃ 

ѿ ̆ ῃ ῏ ⱬ̆ ᴆ

ᴆ ̆ ῃ ῏ Ҥ Ҍ ׆̆ Ҧ ԅῒ ᴇṿȂ 

.  Ґ҅ש Ὴ ῗ NGSG 

Ҋѿף ῃ ῏ððNext Generation Security GatewaŷNGSG̃ ᴰ ῃ ῏ 4

҉ ѿף ῃ ῏̆ ≠ ׆ ⌠

ῃ ̆ Ḡ ῃ ̕≠ CPU ̆ ‗ Ҋ

̕ ԅ ѿ ̆ ⱳ ̆ᵬҹѿҩ

ᵣ ῃ ᵝ Ȃ 

 ̧ Ҋѿף  

Ҋѿף ῃ ῏ NGSG ҈ ̔ ̂Stateful Inspectioñȁ

≢̂ NIPR N̔sfocus Intelligent Protocol Recognition ȁ̃ ῤ ≢̂ NICR N̔sfocus 

Intelligent Content Recognitioñ҈ҩ ̆ᵬҹ ῃ 2̇7 ῃ Ȃ 
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ԋȁNSFOS ᵬ  

҉ ҹ Ғ ᵬ NSFOS ̆ ץ CPUҹ

ᴆ ̆ Ғ ASIC Ạ № ̆ ῀⌠ NGSG

ðð Ҭ̆ ̆Һ ҈ҩ ̔ 

1. ̂Stateful Inspectioñ 

̆ ≠ TCP/IP Ḥ ̆ ̆≠ Ḥ Ҍ

’̆ ᶭ ↕ ῃḠ Ȃ 

ῒΐᵣ ̔ ᾢ NSFOS ᵬ ῤ ̆ ̆ ԍῤ

Ȃ ԍѿ Ҍ ῃ ̆ ⌠ ̆ ᴪ ⌠

ѿҩ ∆ (SYN )̆ ᴪ ҩ Ҭ Ḥ ҍ ῃ ῏ ↕

ᵬ ̆ ↕ᾛ ̆ ᴪ ̆ ↕↕ᾛ ̆ ғ

Ҭ ѿ ᴪ ̆ ҹ Ȃ ᴪ ȁ ȁ ȁ

ȁ Ḥ ̆ ԍ TCP ̆ ↓ ᵝ Ḥ Ȃ 

ԍ҉ TCP ACK ̆ ᴪ ⌠ ԍ

ᴪ ̆ ↕ᴪᾛ ῀̆ TCP҈ ̆ ҩ

ḱ ҹῃ ̆ ҹ ѿҩ Ȃ 
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⌠ ̆ ҩ Ҍ SYN ACK ̆Ӟ ҩ

Ҍ ѿҩ ̆ ᴪ Ḥ ҍ Ҭ ᴪ

̆ Ḥ ̆ ᾛ ̆ ҌῬ ↕ ̆ ԅ

̆ Ḥ Ҍ ̆ ᴪ ҡ ̆ ғ ҩᴪ ѿҩ ṿ̆

ԅ ҩ ̆ ᴪ ᴪ ׆ Ҭ− Ȃ 

ԍ UDP ICMP̆ ̆ᵖ NGSGᶭ ᴪ ̆

ҹ ѿ №̆ ԍ Ҍ ῃ └Ȃ 

≠ ץ̆ ῏ ῒז ððᶛ N̆GSG

ץ 2-4 Ȃ 

2. ≢̂NIPR̃ 

≢ ԍꜚ ≢ ̆Ӟ Ҋѿף ῃ ῏ NGSG ᴰ ῃ ῏ ѿҩ

≢̆ ≢ ≠ ԅ № ȁ ∞ ȁ ҹ№ ̆

Ṣ ꜚץ  ȁ ҹ ̆ ⌠

≢∞ Ȃ 

ԍ ̆ ≢ NIPR Ҋ ̆ ᾢ NIPR

∞ ̆ Ҍ ⱴץ№ ̆ №ҹ ̂Httpȁ

POP3 ̃̆ꜚ ̂ ֓ P2P ᴆ̃̆ץ ̂ ֓ ̆

№ ΐ̃Ȃӊ ̆ ῀ ∞ ̆≠ ñ ò̆ 500

̆ ∞ ȁꜚ ̆ № ԅ‰

∞ Ȃ ԍ҉ң ≢̆ ῀ ҹ ≢ ̆≠ ₯ ҹ

Ḥ ∞ Ȃ 

ԍ Ḥ ðð ȁ ҹ ץ ꜚ ̆

ԍ ̆ ץ Ạ⌠ ׆̆ ⌠

‰ ∞ Ȃ 

3. ῤ ≢̂NICR̃ 

NGSG ꜚ ≢ Ҭ̆ ѿҩ ῤ ≢ NICR̆ῒҺ ᵬ

≢ NIPR ҉̆ ῤ ῤ ≢Ȃ ῤ ≢Ҭ̆

≢ ׆̆ Ḡ ҩ NGSGץ № Ȃ 
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NICR ѿҩ ԍ ̆ ҩ ῤ ≢ Ҭ̆Ҍ

ҩ Ḥ ῃ ≢ ̆ ∆ ῀ ῃ ῏

ꜚ ≢ ∞ ̆ № Ȃ ԍ ԍ ᴆ

̂ ῃ Ῥ ̆ Ῥ ̃̆ ץ ̆

NICR Ȃ 

  

҈ȁ ԍ ᴆ NICR  

NICR Ҭ ѿ ↕ ῤ ̆ ԍ Ҭ ῤ ԅ ȁ

̂UnicodeȁBase64̃ץ ̆ ῤ ԅ ̆ӊ ῀ NICR

ðð ꜚ ֲ ↕ ῤ Ȃ 

ῤ ̆ ץ URL№ ȁWebḤ ȁ ȁ ₯ ↕ ȁ ᴆ

ԓҩ ῃ ̆ ֲ ῤ ↕̆ ῃ ῏ ̆

∞ ₯ȁ URLȁ URLȁ ᴆ̆׆ ῤ Ҭ

≢Ȃ 

Ḡ ҉ ҈ ҉ Ҋ̆ѿף ῃ ῏ NGSG NIPR NICR

⌠ ҂ҩ ῃ ̂  ȁ ҹ ȁURL № ȁWeb Ḥ ȁ

ȁ ₯ ↕ ȁ ᴆ ̃ ԅᴨ ̆ ῃ └ᵬ ῃ ̆

Ҍ ̆ ῤ Ḥ ԅ ᴨ ׆̆

Ȃ 

 ̧ ᴆᵣ  

ҹԅ ‗ ῃ ̆ ԅ ѿ ȁꜚ └ ̆

꞊ ᴆ ᵣ Ȃ 

ᴆ Ҭ̆ҙῤ ԍ ῃ ῏ Һ ₃ ̔ CPUȁҒ

ASICȁNP ȁX86 CPUץ ῒז CPU ̂ ARMῤ CPŨȂ Ạԅ

ѿ֓ ̔ 
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 CPU ASIC NP X86 ῒז CPU 

 Ҭ   ᵞ Ҭ 

2̇4     Ҭ ᵞ 

҂   ᵞ ᵞ Ҭ ᵞ 

  ᵞ Ҭ   

ᴆ  Ҭ  Ҭ Ҭ ᵞ 

ԍ x86 ῒזᵣ CPŬҺ ԍ ᴆ ̆ ̆

ԍ CPU ̆ ̆p ԍ 2̇4 ̆ 7

̆ ᴆᵣ ѿ Ȃ 

ԍ ASIC NP ̆ѿ ’ Ғ ԍ 2̇4 ҉̆ ԍ 7

̆ № ASIC ᴪ ѿȁң ⱴ ̆ᵖ └ԍ ASIC/NP ḱ ̆

ꜚ ̆ ̆ № ѿ X86 CPU҉Ȃ Ҋ

ASIC/NPᵣ ̔ 

 

ȁASIC/NP ᴆᵣ  

ԍѿ ASIC NP ̆ ῤ ѿ ASIC/NP ̆

ꜛѿ X86 CPUȂ ԍѿ 2-4 ⱳ ̆ᶛ VLANȁ֜ ȁ ȁ

ᴪ ASIC/NP Ȃp ԍ 7 ̆ɒ ȁ ᴆȁ

₯ ȁ҉ ҹ ȁDPI ᵬ ↕̆ ASIC/NP ֜ CPU Ȃ ᴰ X86 CPU

Ҍ ѿҩ 7 ‗ ̆ ̆ ῃ ῏ ҉ ᴪ 2

̇4 ᵞ ̆ᵖ ҉ ̆ Ҍ ̆ѿҩῖ

ASIC/NP ῃ ῏ Ҋ ̔ 
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ԓȁASIC/NP  

ԍ CPU ᴆᵣ ̆↕ ѿ֓ ᾢ Ὲ ̆ Һ

ҹ CPU Ȃ CPU ₮ ̆ ѿ CPU

҉ ҩ ̆ ̆ ѿ

ῤ SMP(Symmetrical Multi-Processinğ ) ̆ғ Ҍ ̆≠

Ȃ CPU ῤ Ҍ ѿҩ ̆RISC

ԅ̆ CPU Ṣ ԅ NP

׆̆ ҉ ̆ CPUῒ NP ̆ ҙ CPU Ḡ NP

ⱬ ҉̆ ῒ ⱬ ׆̆ ץ 2-7 ҩ ≢

Ȃ 

≠ CPU ⱬ ⱬ̆ CPU ҹҊѿף ῃ ῏

NGSG ‗ ᶃ ‗ ̆ Ҋ ̔ 
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Έȁ CPU ῃ  

CPU ץ ̆ ≠ ̆

ѿ№ ̆ 7 Ȃ ̆ ԍѿҩ ᾟ ̆

ῤ ȁRAM Ҍ ⱬ ѿҩ ᴆ ̆ Ҍ CPŬ

ᴪ C̆PU ⱴѿṐ̆ ῃ ῏ ץ 40˿̇80˿

̂ Һ ᶭ ԍΐᵣ ᵥ ץ̆ ’ ̃Ȃᵖ Ӟ׆ѿ

ԅ CPU Ҭ Ȃ 

 ̧ ѿ ῃ  

ԍҒ ԍ Ҋѿף ῃ ῏̆ ԅ ‗ └ȁ ̆

ѿҩ῏ ԍ ѿ ῃ Ȃ 

ԍ ѿ 2̇4 ῃ ̆ ԍ ̆ ҹ ѿ̆ ᴰ

ῃ ῏̆ᶛ ̆ῒ ῃ ѿ Ȃᵖ ѿ ῀ ̆ ԍ

̆ ԅ ῃ ̆ ᶏ ῃ ⱴ Ȃᶛ

ᴰ ῃ ῏ UTM ̆ ŬTM ԅ ῃ ðð

ȁVPNȁIPSȁ ȁ ᴆ ̆ᵖ ֓ ⱳ Ҍ ѿ
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׆̆ ѿᵣ ῃ ҩⱳ ↕̆ UTM ᴪ ѿҩ ֟ ̆

ғ ҩⱳ ‖ Ȃ 

Ҋѿף ῃ ῏ NGSGҬ̆ ‗ ⱳ ‖ ѿҩ ῃ

ⱳ ѿ ̆ ԋ NSFOS ̆ ₮ ҩⱳ ̂

ȁ ȁ ₯ ȁ ̃̆ ⱳ ̆ᵖ ῒ ðð

ȁ ῃ ȁ ѿᵣ ̆ ҉ ‗ԅ ῃ ѿ Ȃ

ᴋᵥ ⱳ ̆ ᴪ ѿ ῀⌠ ̆ ҹѿᵣ ῃ ׆̆

ᴧ ῃⱳ ѿȂ 

ԅ Ҋѿף ῃ ῏ NGSGῤ ҩⱳ ῤ ѿ N̆GSG

ץ ӊ ȁҌ ῃ֟ ӊ Ҭ ѿ̆׆ ῃ׆ ≢ Ҍֽֽ

῏ѿҩ ῃ Ȃᶛ ԍ VPN ̆ SSLȁIPSEC VPN ѿ

≠ ȂῬ ̆ ԍ NGSG ῤ Һ ᴆ ñ ῏‰῀ò Ҋ ̔ 

 

҂ȁNGSG ῤ ῃ ῏‰῀ 




