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Today, more and more companies and organizations are going online and put their 

businesses on the Internet to enable thousands or millions of people to view their products 

or services and carry out instantaneous communication. However, this also opens the door 

to others who are interested in finding out more weaknesses in Web applications, accessing 

confidential information, and maybe causing huge loss and bad reputation to companies or 

organizations. Here comes some questions: how to mitigate all kinds of threats while 

enjoying convenience and improved user experience the Internet brings to us̙How to 

optimize resources and ensure availability, integrity and confidentiality in Web business? 

Also, how to meet the requirements of regulatory compliance, like PCI DSS? NSFOCUS 

WAF can answer these questions.  

Section 1. Benefits 

NSFOCUS Web Application Firewall or NSFOCUS WAF for short is designed for 

providing a convergence solution composed of both Web security and Web application 

delivery for companies and organizations, to guarantee the best security and performance 

for their Web business with the following benefits: 

É Mitigating all kinds of security threats in HTTP(S) traffic, including SQL injection, 

cross-site scripting (XSS), cross site request forgery (CSRF), cookie poisoning, 

application-layer DDoS, etc. 

É Protecting against webpage defacement, web-based malware planting, and information 

leakage. 

É Ensuring reliability and high availability of the Web applications. 

É Reducing server response time and improving user experience;  

É optimizing business resource utilization and promoting system agility;  

É Ensuring high efficiency of IDC and increasing the return on investment (ROI) in 

organizations. 
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Section 2. Features  

2.1  Bi-dimensional Prevention Architecture 

NSFOCUS WAF provides bi-dimensional prevention for Web applications: 

É Longitudinal prevention -- construct manifold prevention measures by establishing a 

longitudinal hierarchy based on protocols, the path of information flowing, etc. 

É Horizontal prevention: help organizations to achieve regulatory compliance; mitigate 

threats in each layer (including the network layer, Web infrastructure and the 

application layer); reduce service response time; improve user experience; optimize 

business resources; and improve system agility. 

 

 

Figure 2.1  Bi-dimensional Prevention Architecture 
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2.2  In-line Bi-directional Scrubbing 

In a typical transparent reverse proxy implementation, NSFOCUS WAF is deployed in 

line to protect Web servers from direct exposure to the internet acting as a man in the middle 

between Web clients and servers, and filter malicious content in HTTP/HTTPS bidirectional 

traffic. 

 

Figure 2.2  NSFOCUS WAF Bi-directional Scrubbing 

2.2.1  OWASP Top 10 Attack Prevention 

Better than conventional static-prevention IPS, NSFOCUS WAF combines static rules 

with a dynamic prevention mechanism that is based on recognition of user behaviors to 

cope with Web application security problems in the OWASP Top 10. By bi-directional 

scrubbing of malicious traffic, it protects Web sites from the following attacks or losses: 

É Webpage Defacement 

É Web-based Malware  

É Phishing 

É Privacy violations 
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É Identity Theft 

É Financial Loss 

É Reputation Loss 

 

 

OWASP Top 10 NSFOCUS WAF Solution 

Cross Site Scripting (XSS)  Detect and validate user input before transferring 

requests.  

Injection Flaws Detect client requests, validate user input, and block 

malicious demands.  

Malicious File Execution Block abnormal OS commanding. 

Cross Site Request Forgery 

(CSRF)  

Insert random token into online form to validate  data 

flow and eliminate compromises arising out of malicious 

request submission  

Information Leakage and 

Improper Error Handling  

  

Hide Web application fingerprint and avoid sending error 

information to users. Filter and cut off the traffic 

responded from the server side to avoid sensitive 

information disclosure.  

Broken Authentication and 

Session Management  

Provide cookie security mechanism to protect against 

cookie tampering and ensure session management 

security  

Insecure Cryptography 

Storage  

Filter and cut off the traffic responded from the server 

side and avoid sensitive information disclosure, such as 

unencrypted usernames and passwords in databases. 

Insecure Communication Provide SSL encryption function without modification to 

current applications.  

Failure to Restrict URL 

Access   

Provide URL ACLat more granular levels. 
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2.2.2  Intelligent Prevention against Application-layer 

DDoS Attacks 

NSFOCUS WAF adopts the proprietary anti-DDoS algorithm, which makes it possible 

to protect against DDoS attacks resulted in bandwidth or resource exhaustion, such as SYN 

Flooding, ensuring availability and continuity of the business.  

Dynamic prevention mechanism in NSFOCUS WAF helps identify usersô behavior 

patterns efficiently, and detect and block HTTP Flood attacks in real time. In addition, 

NSFOCUS has researched for years and developed multiple-layer prevention technology, 

which is able to prevent against attacks directly, with no need of specific policies under 

unknown attacks. 

2.2.3  In-line Prevention Against Webpage Defacement 

NSFOCUS WAF provides efficient prevention during attacks and remediation after 

attacks. During attacks, WAF filters attack traffic (such as SQL injection and XSS) mixed in 

HTTP requests timely. After attacks, NSFOCUS WAF monitors the integrity of all the 

protected Web pages automatically. Once a defaced page is discovered, it will message the 

administrator. On the user side, they can visit the website and view the normal page as 

usual, since the Web page presented now is the one before it is defaced. 

2.2.4  NSFOCUS Security Research Center 

The process of security protection versus attacks is always dynamic in real-world 

situation, because security products are facing varying challenges from "ingenious" hackers. 

NSFOCUS possesses its own purpose-built security research institution, whose 

responsibility is to trace and discover new Web application attacks on the Internet in time, 

apply research achievements to the update of the rule set and the protection algorithm, and 

help users protect against new assaults. 
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2.3  User-friendly O&M System 

Before they started to design NSFOCUS WAF, the developers have fully considered 

the requirements of ñHigh performance; low management costò pursued by those who 

operate and maintain the security tool. Therefore, NSFOCUS WAF provides rich monitoring 

functions and multi-dimensional statistic reports in more granular levels to ensure 

effectiveness and efficiency of security maintenance.    

NSFOCUS WAF monitors security events, access activities, device load, and cache 

status. This function meets the traditional network management requirements, helps 

security operators to get aware of the current or historical running status of the website, and 

makes it possible to locate emergent security events rapidly. 

 

Figure 2.3  NSFOCUS WAF System Monitoring 

The reports provided by NSFOCUS WAF include security reports, that are based on 

alert types, time, or region, access reports, that are based on access time, region or 

business types,  traffic trend reports, and security prevention logs such as network layer 
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ACL, URL ACL, DDoS attack prevention logs, Web security logs, ARP prevention logs, and 

Web access logs. 

 
Figure 2.4  NSFOCUS WAF Security Reports 

 

 

Section 3. Transparent Deployment 

 

Usually, NSFOCUS WAF is placed in DMZ and deployed between a firewall and Web 

server farm transparently, without the need to modify any configuration of the original 

network and servers. By monitoring all ingoing and outgoing traffic to or from the server farm, 

NSFOCUS WAF keeps a good guard on Web application security, as illustrated in Figure 

3.1. 
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Figure 3.1  Transparent Deployment of NSFOCUS WAF 

Section 4. Product Specifications 

Table: NSFOCUS WAF Function Specification 

Properties Description 

Security   

HTTP RFC 

Compliance 
Validate RFC compliance of HTTP protocols    

Support HTTPS Analyze encrypted SSL (HTTPS) session   

Web 

Infrastructure  

Prevention  

Prevent against worms, buffer overflows, CGI 

information scan, directory traversal, etc.  

Web Application 

Attack  

Prevention  

HTTP protocol security  

Prevent against SQL injection, XSS and CSRF 

Anti-leech 
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Prevent against malicious scan 

Cookie security 

Website cloaking 

Webpage 

Defacement 

Prevention  

Webpage pre-fetch; Webpage content recovery; time 

management  

Content Security  Filter malware  and customized sensitive keywords 

Anti-DDoS 

Attacks  
 TCP/HTTP Flood prevention 

Network Layer 

Security  

ARP spoofing prevention 

Layer-4 ACL 

Rule Base 

Update  

Update every two weeks to tackle the latest attacks. 

Timely update upon emergency. 

Deployment and 

Management 

Deployment 

Mode  
Transparent reverse proxy 

Management  Support b/s and c/s; support console interface and 

SSH terminal services.  

Log/Alert  Record/backup/store/categorize logs; SNMP  

Self-security and 

Reliability  

Fail open Fail-open interfaces 

Self-security  Management communication; strong SSL encryption  

Provide redundant backup, log cache, user privilege 

classification, and user audit.      

 

Table: NSFOCUS WAF P600 Hardware & Performance Specification 

Specifications 
NSFOCUS WAF 

P600 Series 

NSFOCUS WAF 

P1600 Series 

Interface Operation 

Interface 
4*10/100/1000M (RJ45)  8*GE (SX, LX, RJ45)  

Mgt. Interface 5 at most 2*GE (RJ45) 

Serial Port 1 * RS 232 (DB9)  1 * RS 232 (RJ45)  

Physical 

Characteristics 

Dimension 320*428*44.5mm̂1Ũ 512*430*88mm̂2Ũ 

Power Supply 100-240V,AC, 100-240V, AC,  
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 (50-60HZ),4A, 180W (50-60HZ),5-8A, 400W 

Storage 320GB SATA GB SATA 

Mean Time 

Between Failure 

(MTBF) 

 > 100,000 hours  > 100,000 hours 

Operating 

Temperature  
0-40  0-40  

Radiation 

Standard 

Class A, EN55022, FCC 

Part15 

Class A, EN55022, FCC 

Part15 

Performance Throughput 

(RFC2544) 

800Mbps  2000M bps  

Latency (RFC 

2544) 

<30 ɛs <30 ɛs  

Transaction Per 

Second  

12,000 tps 25,000 tps 

 

 


